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Getting Started

This chapter includes the following topics:

e Overview

e EmployeeTrack Registration and Setup
e logging in to EmployeeTrack Management

e EmployeeTrack Management Menus

e Getting Help

¢ Navigating EmployeeTrack Management Pages
e  Printing

e logging Out
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Getting Started
Overview

Overview

EmployeeTrack provides a simple solution for organizations such as exchanges, hedge funds,
mutual funds, brokers, banks, and insurance companies, who are required to report on their
employee's outside brokerage account activity.

EmployeeTrack Management is a version of our Account Management system modified
specifically for an organization’s compliance officer who needs to monitor the organization’s
employees’ IB accounts. In EmployeeTrack Management, a Compliance Officer can:

View all employee IB accounts that are linked to EmployeeTrack and view the status of
pending account invitations.

Link employees’ existing IB accounts to, or delink their accounts from EmployeeTrack.

Request new account tagging to ensure that all new employee accounts opened with IB
are automatically identified and tagged, and added to your daily activity report.

Create multiple sub compliance officer users who will have limited access to
EmployeeTrack Management functions.

Update his or her personal information (name, phone numbers, address).
Update his or her EmployeeTrack Management password and email address.

Automatically transmit daily reports on all employee trading accounts held at IB directly
to your legal department, to ensure ongoing compliance with in-house and external
reporting requirements.

Design your reports to send only the account data you need, such as trade
confirmations, positions, interest and commissions, taxes and fees.

We work directly with your compliance group to implement a custom report layout that is
compatible with your network, and that completely satisfies your reporting requirements. This
feature ensures that your compliance department always has the latest employee account
data, and eliminates the need to track down and record employee activity statements.

EmployeeTrack Management Users’ Guide 4



Getting Started
EmployeeTrack Registration and Setup

EmployeeTrack Registration and Setup

EmployeeTrack and EmployeeTrack Management are intended for use by an organization’s
Compliance Officer to track the IB account activity of the organization’s employees. To use
EmployeeTrack Management, you must first register, then link your employees’ IB accounts in
EmployeeTrack Management.

To register for and set up EmployeeTrack

1 From the Interactive Brokers web site, move your mouse over Open an Account, then
click then Broker Compliance Officers from the drop-down menu.

= Login = Qpen an Sccount J

Individuals

Professional Advisors
Reqgistered Brokers and FCMs
Proprietary Trading Groups

#¥s to greater returnd e qo0 and Mutual Funds

-1, and low commissi

»= ta learn mare abaou '*\[E';l

fe in a single I8

Finish an application

e .
el T T T TR T

2 On the New Accounts page for Broker Compliance Officers, click the Register button.
3 Complete the EmployeeTrack account application.
4 When your new account has been activated, log into EmployeeTrack Management.

The first time you log into EmployeeTrack Management, there will be no active
employee accounts listed. A list of all linked employee IB accounts appear on the
EmployeeTrack Management home page on subsequent logins.

5 Click Account Administration in the left pane, then click Link Employees and follow
the instructions on the screen to link employees with IB accounts to EmployeeTrack.

6 Employees with IB accounts that you “link” receive an email with a link that takes them
to their own IB account Account Management login. Upon logging in to Account
Management, an activation screen appears. Once an employee with an IB account clicks
the Accept button on the activation screen, his or her IB account is linked to
EmployeeTrack.

EmployeeTrack Management Users’ Guide 5



Getting Started
Logging in to EmployeeTrack Management

Logging in to EmployeeTrack Management

To log into EmployeeTrack Management

1 From IB’s Institutions web site, select EmployeeTrack Management from the
dropdown list on the upper right corner.

Contract Search | Site Map | Help & Contacts

Type Website Search Tesxt @

About IB L .4 Open an Account
Traderworkstation
Traderworkstation Beta
webTrader Friendly
WebTrader Beta
IB Gateway
. Hedge & Mutual Fy ------------ ficers

Account Management

Finish an Application

Staterments
.t on their employee's outs BRSBTS ncluding
sutomated direct delivery cof DEPosits and Transfers mployee
w and manage their emplo Withdrawals throaugh

Funds Status

b i
RPN e

2 Enter your username and password, then click Login.

Failed Login Attempts

After ten failed login attempts in 24 hours, your EmployeeTrack Management login will be
disabled. If this happens, contact Customer Service.

Automatic Logoff

If you are logged into EmployeeTrack Management but don’t do anything for 30 minutes (the
system detects no activity), your Account Management session will automatically expire and
you will have to log back in. A message appears warning you that you will automatically be
logged out without further activity.

Once your session expires, another message appears informing you that your session has
expired and you have been logged out. You must re-login to start a new EmployeeTrack
Management session.

EmployeeTrack Management Users’ Guide 6
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Getting Started
Logging in to EmployeeTrack Management

EmployeeTrack Management Home Page

This page appears on the Home page when you first log into EmployeeTrack Management. It
displays all active employee accounts as well as any pending or rejected invitations.
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For detailed instructions on using the Employee Account Administration page, see Employee
Accounts.
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Getting Started
EmployeeTrack Management Menus

EmployeeTrack Management Menus

You access all the pages and functions of the EmployeeTrack Management system by using
the menu in the left pane. Each main menu item contains a submenu that you can expand to
access all the features of EmployeeTrack Management.

Click the a menu item to expand its submenu, and click the menu item again to collapse its
submenu. For example, if you click Account Administration, all of the submenu items in
that category become visible and you can click any one to access that page. If you click
Account Administration again, the submenu is no longer visible.

The EmployeeTrack Management menu offers only a subset of Account Management functions
for a company’s compliance officer. The home screen displays the Employee Account
Administration page. The EmployeeTrack Management menu is shown below.

Interactive Brokers LLC - EmployeeTrack

& ®

= Account Adndnistration

* Ermployes Agcounts

® Link Employess

® Hew Brokerage Account

* Trading Rastrictions
Complisncs OFficar Infarmation
User Accass Rights
Ceactivate Account

L ]

= Raport Managenwent
Employaa Statarmants
Activity Staterments
Trade Confirmations
Activity Flex

Trada Confinmg Flax
Saareh by Symbel
Delivery Setkings

& 8 8 8 B B B

User Managenment
® pPaggword
*  Ernail Addrese
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Getting Started
Getting Help

Getting Help

You can get additional information about EmployeeTrack Management in a number of ways:

e Access this Users’ Guide from within EmployeeTrack Management

Contextual Help for the menu

e Explain Links

Our website

EmployeeTrack Management Users' Guide

This Guide contains detailed instructions on how to use the different functions in
EmployeeTrack Management. You can access this Users’ Guide from within EmployeeTrack
Management by clicking the Users Guide link in the upper right corner of the screen:

ployeeTrack Management

Uszers Guide .h‘l Primt

& Lo go ut

Accessing Contextual Help for the Menus

Contextual help is available for many of the menu items in the left pane. When contextual help
is turned on, brief help text appears when you hold your mouse over each menu item.

To turn contextual help on and off
1 Click the Turn On Contextual Help link at the bottom of the left pane.
The link changes to Turn Off Contextual Help.

2 To turn off contextual help, click the Turn Off Contextual Help link at the bottom of
the left pane.

Explain Links

Many pages in EmployeeTrack Management contain additional brief information in the form of
Explain links. Click an Explain link to display a popup window with additional information about
a specific item on a page.

Our Website

The My Account menu on our web site contains links to a wealth of information about
accounts and EmployeeTrack account management, including pages that describe IB’s policies
on funds and banking, account and trading configuration, users and access rights, statements
and reports, and forms and disclosures.

EmployeeTrack Management Users’ Guide 9



Getting Started
Navigating EmployeeTrack Management Pages

Navigating EmployeeTrack Management Pages

Some EmployeeTrack Management functions contain several pages, which are connected by
Continue and Back buttons.

The Continue button indicates that there is another page that you must view and/or
perform some action on to continue or complete the current task.

The Back button indicates that you can go back one page. Typically you would use this
button to go back and correct an error you might have made on the previous page.

Note: When navigating through the different pages in EmployeeTrack Management, do NOT

use your browser's Back button. If you do, you may be logged out of the system.
Instead, use the Back button provided on the EmployeeTrack Management pages.

EmployeeTrack Management Users’ Guide 10



Getting Started
Printing

Printing

You can print any EmployeeTrack Management page.
To print an EmployeeTrack Management page

1 Click the Print link in the upper right corner of the page.

mployeeTrack Management

Uszers Guide "l Print M Logout

2 In the Print dialog, set your printing properties, then click OK.

EmployeeTrack Management Users’ Guide 11



Getting Started
Logging Out

Logging Out

To log out of EmployeeTrack Management

1 Click the Logout link in the upper right corner of the page.

mployeeTrack Management

uide “} Print i Lo
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Account Administration

This chapter describes the following Account Administration functions available in
EmployeeTrack Management.

The chapter includes the following topics:

e Employee Accounts
e Edit an Employee

e Link Employees
e New Brokerage Account

e Use a Bulk Employee File to Link Multiple Employees
e Trading Restrictions

e Compliance Officer Information

e User Access Rights

EmployeeTrack Management Users’ Guide 13



Account Administration
Employee Accounts

Employee Accounts

This page displays all active employee accounts as well as any pending or rejected invitations.
It also appears on the Home page when you first log into EmployeeTrack Management.
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On this page, a compliance officer can:
e View all linked employee IB accounts, including the account number, reference ID,
email address and status of each account.

e View an Audit Trail Log page for each employee account. An audit trail log includes
statement views and comment entries by Compliance Officers for the selected employee
account. Compliance Officers can also add comments to the audit trail log page.

e Delink employee IB accounts.
e Edit an employee’s relationship and Reference ID.

e Delete invitations to employees that were either rejected or are pending. For example,
you might want to delete a pending invitation if you know the employee made an error
in the process.

EmployeeTrack Management Users’ Guide 14



Account Administration
Employee Accounts

To use the Employee Accounts page

1

2

Click Account Administration in the left pane, then click Employee Accounts.

To delink a linked employee account, in the list of Active Employee Accounts, click
Delink in the Action column for the account you want to delink.

To edit an employee’s relationship or Reference ID, click Edit in the Action column for
that employee account. See Edit an Employee for more information.

To delete an employee invitation, in the list of Pending and Rejected Employee
Invitations, click Delete in the Action column for the invitation you want to delete.

To view the Audit Trail Log for an employee account, click Log in the Action column for
that employee account. See View the Audit Trail Log for more information.

Edit an Employee

EmployeeTrack lets you edit an employee’s Reference ID and Employee Relationship. You
access the Edit function from the Employee Accounts page.

You specified the employee’s relationship when you entered employee information on the Link
Employees page.

When an employee registers for an IB account, he or she is given the opportunity to define an
optional Employee Reference ID. Employee Reference IDs are useful if your organization
requires an additional way to identify employees. For example, if your company uses
employee number, that could be the Employee Reference ID.

To edit an employee

1

2

Click Account Administration in the left pane, then click Employee Accounts.

To edit an employee account, click Edit in the Action column for the desired employee
account.

The Edit Employee page appears.

EmployeeTrack Management Users’ Guide 15



Account Administration
Employee Accounts

Edit Employee (guplain)

Employes Information

M

Aoooent

Broker Intractive Brokers
Ernail

Aooount Status Panding

Date Tnvited

Dt Linkied May 23, 2011
Irmployen Ralstionshp | amployes -

Employes Referencs

3 Do any of the following:

e Change the Employee Relationship. Select Employee, Spouse, Family Member,
Friend or Other from the drop-down list.
e Change the Employee Reference ID.
4 Click Submit.

The Employee Accounts page displays, along with a message informing you the the
account update was successful.
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Account Administration
Employee Accounts

View the Audit Trail Log

An audit trail log includes statement views and comment entries by Compliance Officers for
the selected employee account. Compliance Officers can also add comments to the audit trail

log page.

To view the audit trail for an employee account
1 Click Account Administration in the left pane, then click Employee Accounts.
2 Click Log in the Action column for the desired employee account.

The Audit Trail Log page appears.

Audit Traill Log (axplsin)

Employee Information

Broker Interactive Brokers

Account Status Pending
Employes Relstionship Emiployes
Employes Reference

Date Inwvibed

Dt Linked ay 23, 2011

Statement Reviewr L oqg

Ho statermnent views for the selected employes accounk,

Comments Lo

Ma cormirmankts have baan antarad for tha djalackad amplayvae atesunt.

Add a Commant

Camment |

3 Review the information as required.

4 Add a new comment to the page by typing the comment in the Comment box, then
clicking the Add Comment button.
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Account Administration
Link Employees

Link Employees

The Link Employees page lets you link an employee’s IB account to EmployeeTrack. You link
an employee by entering employee information on the Link Employees page, then sending an
email invitation to the employee to join EmployeeTrack. Once the employee accepts the
invitation, his or her account is linked. You can set up and automatically transmit daily reports
on all employee IB accounts to your legal department to ensure ongoing compliance with
in-house and external reporting requirements.

When you first log into EmployeeTrack Management, you link employees as part of the setup
process. Over time, however, you will need to link new employees’ existing IB accounts and
existing employees’ new IB accounts.

You can also link multiple employees’ existing IB accounts by creating then uploading a Bulk
Employee Upload file.

Link Employees
This derean allaws yoau to link am amplopas with §n axisting Inkarsctiva Brokars sesounk. An e sl invitaton will ba sant to vour amployes imeting tham to

Jain tha EmploysaTrack program. Once &n employes sccepis the EmployesTrack invitation thay will sappear within EmployeseTrack Managemant and you will
ne longer gat paparats amailed staternents. Plesss complete the following infosmation and dick the Sand Inyitation button below.

Employee Information
® = Faguired

[Firs t Nanms

Lask Mame®

Accounk #°

Ermadl Address *

Rl

Implnyos Helationship * [ emptoyes v

Employes Referends

Bulk Employes File Upload

If you have many employes sccounks, oeate » Bulk Employes File and upload & below, & Bulk Employes File is 2 ©5V {comma-separated values) file that
containg the following flalds: Account @, First Hame, Last Hama, Email Addrass, Relationship and optional field Employes Reference. Please note, the
ralatignikip muit ba ene oF: Emplovea, Spoude, Farmidy Mambar, Friand &r Othar, othareiia will dafault be Empleyas. lndude oma racord Far asch ampleyas
account. and one record par line,

Hita that the amployas will 16l have ta aceepk the invtation. The regults of the uvglead will ba displayed balow. For sasiskances ragarding tha bulk uplasd fila
plesze amail gmpleyastrackiBictaractivebrokers. com.

EmployeeTrack Management Users’ Guide 18



Account Administration
Link Employees

To link an employee to EmployeeTrack
1 Click Account Administration in the left pane, then click Link Employees.
2 Enter the employee’s first name, last name, IB account number, email address, and
optional Employee Reference ID in the fields provided. Select an Employee Relationship

from the drop-down list.

The first and last nhame and account number you enter MUST match the existing
information in the employee’s IB account.

3 Click Send Invitation. The employee clicks the link provided in the email to log into
Account Management for his or her IB account. The EmployeeTrack Activation page
opens.

The employee must click Accept on the EmployeeTrack Activation page for his or her
IB account to be linked to EmployeeTrack.

Once the employee accepts the invitation, his or her IB account will appear in the list of
Active Employee Accounts in EmployeeTrack Management.
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Account Administration
Link Employees

Use a Bulk Employee File to Link Multiple Employees

If you have many employee accounts to link to EmployeeTrack, you can create a Bulk
Employee File and upload it on the Link Employee page. A Bulk Employee File lets you send
multiple invitations at once to employees whose accounts you want to link to EmployeeTrack.
This file is a comma-separated values (CSV) text file that you create and contains information
about the employees whose accounts you want to link. When you use a Bulk Employee File,
the employees will still have to accept the email invitations to join EmployeeTrack.

To link multiple employees to EmployeeTrack using a Bulk Employee File

1 Create a text file formatted as a CSV file.

The text file must contain one record for each employee account, and one record per
line. Each record must contain the following fields:

Employee Account Number
Employee First Name
Employee Last Name
Employee Email Address

Relationship (The relationship must be Employee, Spouse, Family Member, Friend
or Other. If it is not one of these, it will default to Employee.)

An optional Employee Reference ID.

2 Save the file with a .csv extension.

3 Log into Account Management, click Account Administration in the left pane, then
click Link Employees.
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Account Administration
Link Employees

Link Employees
This screan allows you to link an amployas with an axisting Intarscive Brokars sccount. An ermail invitstion will be sant to your amployee inviting tham to

Jain the EmploysaTrack program. Once an employes scospts the EmployeaTrack invitabion thay will sppear within EmplayeaaTrack Manageament snd you will
ne longer get paparsts amailed staterments. Plears complete the following information and dick the Sand Inyitaticon button below,

Employee Information
* = Faguired

[Firs it Manms

Eraployes Relationshap * i Ermployes w

Bulk Employes File Upload

If you have many employes sccounks, oeate » Bulk Employes File and uplead & below, & Bulk Employes File is & S5V (comma-separated values) file that
cortaims tha follewing fialds: Account 8, Firsk Hama, Last Hama, Email addeess, Relaticnship and optisnal fiald Empleyes Raference. Plasse nota, the
ralatisnahip muit ba ona of: Ermplayes, Spaute, Farmidy Mambar, Frinnd sr Othar, atharvita will default ts Employes. Induds one racord for asch ampleyas
account, and one reccrd par line.

Mete that tha amplayas will 261 hava ta accapt tha invtation. The redults of tha uplead will ba didplayed balaw. For sddidtance ragarding tha bulk uplasd fila
plesze amail gmpleyaetrackBicteractivebrokerscom.

= =

4 In the Bulk Employee File Upload section, click the Browse button, then select the *.csv
file you created earlier.

5 Click Upload.

Each employee account in the uploaded Bulk Employee File is listed on the page by
account number, name and result (Success, Account/Name Not Found).

If you experience difficulty linking accounts, contact IB at
employeetrack@interactivebrokers.com.
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Account Administration
New Brokerage Account

New Brokerage Account

Compliance Officers use the New Brokerage Account page to send a link to any employee who
would like open a new Interactive Brokers account. When the employee completes the account
application and the account has been activated and is open, it will automatically be linked to
the EmployeeTrack account.

To send a link to an employee to open a new IB account

1 Log into Account Management, click Account Administration in the left pane, then
click New Brokerage Account.

MNew Brokerage Account

For new accounts, please send the following link to any employee wishing to complete a new Interactive Brokers application:

2 Copy the hyperlink on the page and paste it into an email to the employee who wants to
open a new IB account. The hyperlink is unique to your EmployeeTrack account.

When the account has been activated and is open, it will automatically be linked to the
EmployeeTrack account
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Account Administration
Trading Restrictions

The Trading Restrictions page lets you restrict your employees with Interactive Brokers
accounts from trading specific symbols. When you add a trading restrictions for a stock
symbol, all derivatives of that stock will also be restricted, including options, futures, and so
on. The Trading Restrictions page also displays all current symbols that your employees are

restricted from trading.

To add a trading restriction

1 Click Account Administration in the left pane, then click Trading Restrictions.

Trading Restrictions

To add & maw trading restriction or update an axisting ona, Start by antading & stodk symbol and didking the Sobmit butten. Mobte, all changas to rastridiond
taka affact on the next rading day.

Add or Edit Restriction

Symibol Subamit Query =

below are the currant restictions. Plesss note the following:
® &l dasivatives of the restricked stackis) are sleo resticted (aptions, futures, ste]
® Raitricticnd with GTD that have axpirad will ba highlightad in fad.
® Chck on any symbold to expand the [sruer detels.
® To rammoyve any resticed symbol(s), seled the sppropsiste chediboxes and dick the Dalste butbon,

Current Restrictions

Sywmhal lasuer{s]) TIF Bagin Dabe Ervd Biabm = P
F are O

T Gro Fher, Joo OF, 2009 Fhen, Dlac 37, 2009 O
TRE aTD Bun, Dee 1%, D010 Thu, Dec 1%, H013 |:|

2 Enter the symbol you want to restrict in the Symbol field, then click Submit. The Add or
Edit Restrictions page appears, and displays available stocks and bonds for the symbol
you entered.
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Add or Edit Restrictions ( for employee accounts held at Interactive Brokers )

Balcw ara the avasilable stock: and Bends Feund for IBM. Plesse talack the sssets you with to rertrict. Plasze ncts the fallowing:

& Faor sny stock selection, sll desivatives of that skeck will alse ba resticted (options, fubures, ake
® Tha [SIH ligtad for & Bend iz just 1 of patartially many matchas

Asset Selections

Assat Type Description 151
|| Stock and Desivatives IBM CORR US4S9Z000014
| Band IBM Irtemstionsl Group Capitsl LLC UEa40240ARLS
O Band Intarnaticnal Butiness Machinas Corp US4S9200AGES

Plesss choose & Time in Force to ke sppliad for o selected sssats. For GTD, the Bagen and End detes sre required. Click the Sebeut button to save your

ol i O o

Time in Force Selection

TIF GTe I'Clm:ﬂ"'l:ll'(_‘ ancalad) » |
Bagin Dt [ceroerzoas | mmoerer )
End O ats | | tamyorree

3 Select the check box next to each asset type you want to restrict. If you select the
stock, all derivatives of that stock will also be restricted, including options and futures.

4 In the TIF list, select the Time in Force for the restriction. Selct GTC (Good-Til-Canceled)
or GTD (Good-Til-Date).

e If you select GTD (Good-Til-Date), you must also enter the beginning and ending
dates for the restriction. Employees will be restricted from trading the selected
symbol and assets for the dates you enter. Note that the Begin Date field is
prepopulated with the current date.

5 Click Submit to activate the trading restriction, which will be added to the list of
existing restrictions displayed on the Trading Restrictions page.
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display all issuer names associated with that symbol.

Current Restrictions
Symbeol Issser(s) TIF Hegin Date
P GTE

FORD CAPITAL BV (Bond)

Fard Haldings LLT (Bond)

Fard Metar Co [Sted/Band)

Ford Motor Credit Co LLS (Bond)

HERTZ CORP (Bond)

T F Fho, Jeo O, SO0

TRE L Huin, Dec 19, 2040

Editing a Trading Restriction

Account Administration
Trading Restrictions

6 On the Trading Restrictions page, click a symbol in the list of existing restrictions to

End Date Delete
]

Fha, Cec 11, 3009 0

Thu, Dec 19, 2013 O

To edit an existing trading restriction, enter the symbol in the Symbol field on the Trading
Restrictions page and click Sumbit just as you would if adding a new restriction. Modify any of
the restriction information on the Add or Edit Restrictions page, then click Submit. The
modified restriction will appear on the list of existing restrictions displayed on the Trading

Restrictions page.

Deleting a Trading Restriction

To remove existing restriction, you must delete it from the Trading Restrictions page. In the
Existing Restrictions list, select the check box for the restriction you want to remove, then

click Delete.
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Compliance Officer Information

Use this page to modify your personal information, including name, phone numbers and
address. When you first log into EmployeeTrack Management, you enter this information as
part of the setup process. If your information changes, or your organization has a new
Compliance Officer, you will use this page to update that information.

Compliance Officer Name
Farst Hanne ™

HMiddle Initial

Lt Missrwn *

Saffin [ Jten. an. 111, ete)

Compliance Officer Phone Numbers
Primary Phone * [ineluds sountry and sras codes)

Socoandaey Mhone | (inclede country snd ares codas])

Fax i | (inclede country snd sras codaz)

Compliance Officer Address

Streat #1°

Streat #3

ity *

State Province * Lalifornia >
Zip /Bostal Coce * [4z0ms

Country * Unitad States L

Actoount Support

In ardar ke kalp ud Better sarvics yaur asseunt, plosse shdvar tha folloving quadticnis):

Wheo assisted you in opening your sccount * Oehar w

To modify your Compliance Officer information

1 Click Account Administration in the left pane, then click Compliance Officer
Information.

2 Modify the information as required, then click Submit.

e You cannot change the company name or abbreviated name once you submit the
completed Compliance Officer Information page during the setup process.
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User Access Rights

In EmployeeTrack Management, this page lets you create sub compliance users if your
organization requires multiple compliance officers. In this scenario, you are the Lead
Compliance Officer and the compliance users you create typically report to you.

User Access Rights

ouw may add, medify, or delete users by doing the follewing:
® Chick on tha Add User bubtton balow @5 add & Ade uder for tha acosunt
® Click on the Modify knk ne=t to & veer to update functions for an exipting wear,

® Click an the Dalets bnk nest ta 5 sser o delabe & usemame. Accaunt Mansgement soeais will be dizsbled instantly. Trading Access Wil ba
dizablad by tha maxt calandar day.

Your account currantly has the Following registared Users:

First Last Cliert Sub Account

] T 4] 3 ] I
ST i R Urarmames P lartar Account Functions s Ftatus oddy  Dalate
Sujatha e le sworth Lead Compliance s as Sipan
Officar
TEET et Flinstons Complisnoe UM, ALL apan Calaty
Officar RM,

Adminigtraticn

Another - Laad Complisnce RM, ALL Panding Calgty
aifizar LA, Waar
Adrmindstration

Cram e Maridaza Camplisnce M, ALL Panding Calets
Sfficar UM, Wipar
Audhrra nel sArasi oy

Laad = Twa Complisncs FUM, ALL Panding Dalaty
Officar LI Lsar

Admindgtraticn

Tast - Usaer Compliance M, ALL Fanding Cralete
Offizar LI Lgar
Adimiindstraticn

Maw Urers will need to login independantly to the Acccunt Mansgamant Menu sftar 5 urernama snd passvord har been oested.

Note: Sub compliance users cannot access the User Access Rights or Compliance Officer
Information pages in EmployeeTrack Management.

To add a sub compliance user
1 Click Account Administration in the left pane, then click User Access Rights.
The Add New User and Access Rights page opens.

2 Enter all required information, including name, five-character username prefix,
password, and email address.

3 Click Continue.

4 Verify that all the information is correct, then click Continue.
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If you need to make further changes, click Back, then make corrections before
submitting.

5 Enter the confirmation number sent to you via email, then click Continue.
If you have not received a confirmation number, click Request Confirm # to have a

confirmation number sent to your email address on record. You can also click Cancel to
cancel your changes.
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This chapter describes the Report Management functions in EmployeeTrack Management.
The following topics are included:

e Employee Statements
e Search by Symbol

e Statement View Audit

e IB Activity Statements
e IB Activity Flex

e IB Trade Confirmations

e IB Trade Confirms Flex

e IB Delivery Settings
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Employee Statements

The Employee Statements page lets Compliance Officers view and download daily and monthly
brokerage statements for their employee accounts. The page displays the account number and
broker for all employee accounts and lets Compliance Officers view and download PDF or HTML
files for employees with Interactive Brokers accounts, or PDF or CSV (comma-separated
values) files for employees with non-Interactive Brokers accounts.

Employee Statements (gxplain)

Select Account: _ Filter By: ﬁ Marmne "‘ Account . Eeference ' Relabonship

View Statements
Account Period Date Farmat

Mame: Applicant Morithly » Sep 2011 ¥ PLF w
Relationship: Other f 7 4 %

Account;

Broker: Interactive Brokers

To use the Employee Statements page
1 Click Report Management in the left pane, then click Employee Statements.

2 Use the Account Selector to search for employee accounts by Name, Account, Reference
or relationship. In the search results, click an account.

3 In the View Statements section, do the following:

a In the Period column, use the radio buttons to select either a Daily or Monthly
statement.

a In the Date field, select either a specific date for a daily statement, or a specific
month/year for a monthly statement.

b In the Format field, select your preferred download option:

"Select PDF or HTML for employees with Interactive Brokers accounts, or select
PDF or CSV for employees with non-Interactive Brokers accounts.

¢ When prompted, save the file to your computer.
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Search by Symbol

The Search by Symbol page lets Compliance Officers generate statements of positions and/or
activity for an employee’s account based on specific symbols. The statements you generate
include positions and or activity for each symbol and are sorted by product type, then currency
then symbol.

To use this page, first search for symbols by account, date range (which cannot exceed 365
days) and positions and or activity. The page returns all matching symbols. Then select one or
more symbols and generate the desired statements. Compliance Officers can view and
download PDF or HTML files for employees with Interactive Brokers accounts, or PDF or CSV
(comma-separated values) files for employees with non-Interactive Brokers accounts.

To use the Search by Symbol page
1 Click Report Management in the left pane, then click Search by Symbol.
2 Enter search criteria:

e In the Account drop-down, select a single employee’s account to search or select
All Employee Accounts to search all employee accounts. You can also select
Consolidated to search for symbols for all employee accounts.

e Select Daily or Range in the Period field. If you select Range, select a From and To
date in the Date Range fields. The date range cannot exceed 365 calendar days.

e Select Positions and/or Activity to search for symbols with any positions and/or
activity in the selected account.

Search by Symbol (gxplain)

Search Criteria

Step 1: Search for Symbols
Select your symbal search critena below, then click Load Symbols to display a list of symbols that match your search ontersa.

Account PFeriod Date Search In...

[ . r . ] 0O

| &l Employes focounts & | | Rangs | Frods Now 09, 2001 L Pragitione L Actrvity
Tz Hov 09, 2001 »

Load Symbols sk

3 Click Load Symbols to view the results of your symbol search.
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Search by Symbol (guplan)

Search Criteria

Stop 1: Search for Symbols
Saleck your symbol rearch oiteris below, then dick Load Syonbols to display & Nt of ppmibaols that match your search crterna,

Account Date Range Swarch In...

Applicant = | Mar 10, 2021 % |w| Mar 23, 2011 [ paatians [ asivity

Stap I Select Symbals
Salack amn or mors dyrmbals from tha ligt balaw, than salack yaur praferrad regults ferrmat snd cick Submit. Te 1alast mulipls Aen-adiscant symbol fram the
ligt, wea the Ctrl+Click mours/kayboard combination. Te relect muliple sdjscent ppmbale from tha list, ves the Shift+Click mourelhaybosrd combination.

Symbols Fesults Fermat
2318 (PING AN TNSURANCE GROUR CoaM] Al [BDF |
| ! |

308 (CHIMA TRAVEL INTERHATIGHAL)

493 [GOME ELECTRICAL APPLIANCES)

&7T0 [CHIMA EASTERM AIRLIKES - H)

93% [CHIM& COMETRUCTION BAMKE-H) :I

m oL

4 Select one or more symbols from the Symbols list (these are the search results).
5 Select a format for your search results in the Results Format list.

Select PDF or HTML for employees with Interactive Brokers accounts, or select PDF or
CSV for employees with non-Interactive Brokers accounts.

6 Click Submit to generate the statement.
Click Back to start a new search.

Here is an example of a statement generated from the Search by Symbol page.

& Interactive Brokers Se‘ur.f.lf-
Pl P’ s (Lot B P Wb § Miaciady

e by Sl ey o i T3, 2011 = Stk 08, 011 Eepnedl 80 1 Carviones A | Priesi
MTERAC T RO LLC, Tred Pl Hinms, Crosrorih, ©F OSchS

@ Search Criceria

i T

Dt dugrart B 111 - Dockar 8. 301

Lo mrch) Poudiors

e bl wie

Lopand All Cantracthll Agd Scroll Remave Scodl

muir Cosx Price Cat Basin Chece Pabce Walue M X ol MAV

FFL

o - L] 1 A EEL EESET 1] FLELT ] L Bt
bl ERE. S MRS ] L] i REEEIE iHRal FLE T ] 2484 00 -HkrE
Toaal i S0 EROE ) F AN 08 &k bl
Boinl Beacky i W55 LRI E ) S 08 el
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Statement View Audit

The Statement View Audit page lets Compliance Officers look at all employee statement views
for a single month. The Compliance Officer selects a date (month and year), then can view all
statements pending review, all statements that have been reviewed, and all statements not
available for review for the specified month.

To use the Statement View Audit page

1 Click Report Management in the left pane, then click Statement View Audit.
Statement View Audit (sxplain)

View Statement Audit Report

Period Mankhiy

Date Sep 2011 &

2 Select a month and year from the Date drop-down, then click View.
The following screen appears:

Statement View Audit Report

Statement Yiew Audit Report for @ Sep 2011

¥ | Statements Pending Review
¥ ) Statements Reviewed
¥ Statements Not Available

3 There are three views:

e Statements Pending Review - A list of statements pending review, including a link
to view each statement.

e Statements Reviewed - A list of statements reviewed, including who reviewed
each statement and the date on which they reviewed it.

e Statements Not Available - A list of statements not available to be viewed.

4 Click the arrow to expand a view. A sample of each view is shown below.
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Statements Pending Review

¥, Statements Pending Review

Hanme Account
ACCOUnt
Account
Aooount
Account
ACcount
feoount
Account
Account
Account
Account
Aooount
Aptount

Account

Statements Reviewed

¥/ Statements Reviewed

Namme Account
Account
Account
ACCount

Aol cant

Broker

Broker

Statements Not Available

¥ ) Statements Not Available

Mame Account
Accaunt
Aocount
Aot
Aot
Acoint
#ocount
Aot

Actoint
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Relationship Reference 1D Action
Othsr i il
Ernplayes i ren
Emiployes Yigw Statement
Employes Vigw Statement
Emplayes i men
Ermnplayas Yinw Statement
Emplayes Wisw Statement
Employes Yigw Statement
Erplayas i 1 [y |
Ermplayes Yimws Statenent
Emplayes Yiew Statmment
Emniplayes ipw il
Ermployes i e
Relationship Reference ID Reviewed By Review date
Spouse Oct 25, 2021
Employes = Ock 21, 2011
Employes Ok 21, 2011
Spouss Ot 21, 2011
Relationship Reference ID Remarks
Erriplayas - Recount Pending
Spouse Last Awailsbbs Dac 2010
Friend Last Available Dec 2010

Farnily Marnbar

Crher

Spouse

Employes

Emplayes L

Ermployes ==
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Last Available Dac 2010
Last Available Dec 2010
Last Avaalable Apr 2011
Last &vadable Apr 2011
Last Avadable Apr 2011

Last Avadable Apr 2011
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IB Activity Statements

Activity Statements include information about your linked employees’ IB account activity,
which can be generated on a daily, monthly, and yearly basis for all of your employees’ IB
accounts. Information included in an Activity Statement is presented in expandable and
collapsible sections with click-down detail, and you can create customized statement
templates to include or exclude individual sections.

Activity Statements in EmployeeTrack Management are identical to those in Account
Management. The only difference is that in EmployeeTrack Management, only active employee
IB accounts appear in the Accounts list.

Viewr Statements

To whiw &n dotivity stabarant, makae salecions balow then oic Wew,

Avadable Statements Crates] Accountis] Fosmat Langu age
:.F'-' Dafault | Pariad | by — ——— e —— HTHA WD | | Englich |
L
I w
Dt | Pabrusry 07, 2011 ¥ =

Customize Statements (geplsin)

To crawte and adit your own customised staternents, make salecions below then dick Sawe.

Crmatn Saw ) o
Sd-:thﬁ:t [ﬂ'_".h_":'_v_. e
Sachons)
CJan [ eutgoing Trade Transfare [ eliank Pane
[[] ascount tnformmation ] unsattied Transfars [ ethar Fass
U Hat Addat Valua [MAY) Surm many LI Unbookad Traded ::I Depoditsi and Withdrawals
[ et msset Valua{Mav]) Value Tirme Series Ol e ustrnents [ trterast Accruals
D HTM Parformnance Surmm sy D Gpkign Cash S ettlarmants D Change in Dividend fcooosals
[Jraslizad & Unsealized B/ Summ &y [ iea noter Cl Cpan Dvidgodacmmls, s

-.-J..h_‘_‘__q_..n s, J.__LL.-_*-—-F‘FM.._,...H W._._—_L_M ,J.,,plr*-..a-n .

There are two default statements: Full Default and Simple Default. Select Full Default to
include ALL sections of an activity statement; this is the only statement that supports the
Yearly period. Select Simple Default to specify fields to use and exclude some sections that
you do not want to use.
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Customized Statements
IB lets you create and save customized statements that enable you to exclude unnecessary
information from activity statements. When you create a customized statement, you select
only those sections that you want to include in your activity statement.
To create a customized activity statements

1 Click Report Management in the left pane, then click IB Activity Statements.

2 Scroll down to the Customize Statements section of the page.

Customize Statements (sxplain)

To oraabs &nd adit your awn custamized staterments, make selations balow then didk Save.

Craste Mo, 1 —
S lv:uurrnv_] Statement Hame |

S Bioana
I-_].F.'I -_ Outgeing Trade Tramifers L] Cliant Fasi
D Agcount Information : Unsettled Transfars D Crther Faas
[ teat Areat valea (ma) Summary Dl unbockad Trades [ paposits snd Withdrawals
D Hak Adiat ValsalHAY) Value Tirme Sariad : Adiuatinants D Irkaraat Acerusls
l—l MTH Parformasnce Summary O Option Carh Settlamants O Chenge in Ddwidend Aconuals
[ maatizad & Waraslized BL Susnmany Cliea waras [l apan Bividend Azenusts
D Maowrith B Taar to Date Summary : withholding Tax D Brokar Inkese st
[ caph mapart L) Transaction Tax ) vond Drtaract
D Changa in Podition Valua : Corporata Addori D CFD Chargad
l.—_l Positions : Transfers (ACAT, Intannal) l.—.l Soft Paymants
O rendae [ povidande [ sacurity 1rfarmation
D Inceming Traede Transfars : Fagrmant in Uew of Dividends D Diract Borrow s/ Loans
(| Daily Convarrion Rates O Tranpaction Codar

Dptiomal SecBons:
D MTHM Pyl on Pror Pasicd Positions
] sratamaent of Funds
D Unbundled Commiddicn Detaild [availabla in dailiad anly)
Fi Cpticns Distribution by Expiration
S bion Configurations:
|. I Hida datails for Peiicn:, Trades and Cliant Fees rections
Fl Group Buys snd salls per symbal in Tradas sacticn
D Combine by undedying in Month & Year to Date Swemmany sedion

I:I Didplay Azecurt Aliad in place of Account ID

Profit amd Loss: | MTH snd Realized Bre s | L l‘ Enable Wazh Salaz
Statement Type: i Aptaity Shaternant w |
L |

3 Select Create New, then enter a name for the template. You can also edit an existing
template and save it under a new name.

4 Select the check box next to each section you want to include in an activity statement.
Select ALL to include all sections in your statement template.
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5 Select the check box next to each section that you want to include them in your
statement.

6 Select the check box next each optional section that you want to include in your
statement.

7 Select the check box next each item in the Section Configurations section that you want
to include in your statement.

8 In the Profit and Loss list, select the profit and loss format for the statement template.
Select Realized & Unrealized and MTM, Realized & Unrealized only, MTM only, or None.

9 If you are an IBExecutions Services customer, in the Statement Type list, select either
Activity Statement or Execution Settlement. Execution Settlements show activity by
settlement date instead of trade date. If you select Execution Settlement, filter the
settlement by broker name or broker account using the fields provided.

If you are an IBPrime Services customer, in the Statement Type list, select Activity
Statement, Prime Settlement or Projected Prime Settlement. Prime Settlements show
activity by settlement date; Projected Prime Settlements show activity by projected
settlement date.

If you want to view your statements on your mobile device, in the Statement Type list,
select Mobile Summary. The Mobile Summary is a scaled-down statement designed to
be viewed on a mobile device.

10 Click Save to save your statement template.
Click Cancel if you do not want to save your template.

Selecting Profit and Loss

Profit and loss across all transactions, positions and asset types is calculated under First In,
First Out (FIFO) and Mark-to-Market (MTM) methodologies by default.

e FIFO accounting is used for stocks, security options, single stock futures and FOREX.

e MTM accounting is used for futures and futures options.
With the FIFO method, a closing transaction is matched with the cost basis of the earliest
transaction in the position to determine realized profit or loss (the difference between your
entry execution cost and exit execution cost). MTM shows how much profit or loss was made

in current trading. The MTM calculations assume all open positions and transactions are
settled at the end of the day and new positions are opened the next day.
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Settings for Delivered Statements

You can specify additional information for customized activity statements that you want to be
sent via email at the bottom of the Activity Statements page. Enter the following information
for statements that will be delivered via email:

e Account: Select account ID or CONSOLIDATED.

e Activity Period: Select Daily or Monthly.

e Format: Select HTML/WEB or PDF.

Language: Select your language.

Customize Statements Delivery Settings

If you want your custemized statermants delivared by amail or FTP on & daily or monthly basis, complate the following fields, then go to Reparts > Dalivary
Settiags to valack the statemaents(z) to be dalivered.

Account{s): | Gonpolidsted W |
Activiby Pariod: | Baily

Formmat: | HTML Wl
Langusga [ Englizh -

You select customized activity statements for delivery on the IB Delivery Settings page.

For more information...

e Statements and Reports
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Viewing an Activity Statement
You view activity statements from Account Management or from the View menu in Trader
Workstation. Make a note of the following guidelines when viewing activity statements:

e Compliance Officers can select one or more accounts from the Account(s) list or
Consolidated to view all employee account activity in daily statements and statements
with a custom date range.

e Monthly statements are generally available by five business days after the close of a
month.

e Annual statements are available by January 31 under normal circumstances.

Activity Statement Archive Policy
We provide access to activity statements as follows:

e Daily account statements are available for the entire previous calendar year and from
the start of the current calendar year. That means that if it is December 31st, you can
view daily activity statements for the entire year up to that date AND for the entire
previous calendar year, essentially giving you up to two years of data.

e Monthly account statements are available for the two prior years.
¢ Annual account statements are available for the three prior years.

e You can obtain account statements older than this for a processing fee of $100 for the
first statement requested, plus $25 for additional statements requested at the same
time.

To view an activity statement from Account Management
1 Click Report Management in the left pane, then click IB Activity Statements.

e To include activity from accounts you have recently closed, select the Include
Closed Accounts check box.

Activity Statements (axplsind

View Statements
Tio wlkw &0 Sctivity shaternant, make selemtions balow then did Veew,
Awallable Staterments Dateis) Aocountis) Formeat Lansguiage

[Full Dafaui w ——— " | HTML WIE % Inglish -

Panri el | 0 aily o ]

E-

Crata Fabruary 07, 2001 &

2 In the View Statements section make the following selections:
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e In the Template list, select the statement template you want to use for the
statement. Select Full Default to include all sections in the statement, Simple
Default to view a simpler monthly or daily view that excludes some sections from
the statement, or select one of your own customized statement templates.

e In the Date(s) field, select the period (Daily, Custom Date Range, Monthly or
Calendar Year). For Custom Date Range, select the From and To dates, which
define the period covered by the statement. For Daily statements, you can select
a specific date or the last business day. For Monthly statements, you can select
the last month or a specific month. For Calendar Year (annual) statements, you
can select a specific year.

e In the Account(s) field, select the account to report on, or select Consolidated to
include all accounts in daily statements and statements with a custom date range.
If you chose to include closed accounts, those accounts appear in the list.

e In the Format field, select either HTML/WEB or PDF, depending on how you want
to view the statement.

3 Click View to generate the activity statement. If you selected PDF as the Format, you
will be prompted to open the generated report or save it to your computer.

You can expand and collapse each section of the statement individually. Click the slate blue
section heading bar to expand a section, and click it again to collapse it.

The following figures show two views of a typical HTML/WEB-based activity statement. The
first figure shows the statement with all sections collapsed, while the second shows the
statement with some sections expanded. Note the links in the upper right corner of the
statement; these links let you expand all sections in the statement, collapse all sections in the
statement, and print the statement.

1\ Interactive Brokers !

s iy T b Dxrabas 06, I Repeieed 0 B iSgeerycy &0 0 P

BTIRACTIAT BROKERS LLC. Trm Pickeick Miizs. Grssrmsich, CF O6RID

1 foch ROl 1T 05 the Dreds die Pl Bres dupl b TR0 el ORton BeTe 0N the [ekde dun Pt ore divy Bnding 1eied caal seflects the cth wiidh hal sonaly went ed
Pl ael i rebirsais fie i s o skl it e B Seilors of B Frindins Wb sl e

Wramrnctss Brofar LLG reos v comganan o from fand comprinn in connsct ion s tha perchams and Polding of musnd e sha ran by oasoms s of terscties Broksn L0 Bech compsrantion nchain. bt mmot e s, Bl

1= | st b s o o o ths Pl wimamn. P i ol amcasnt ol g saima 1 i pct bl by irtmcuies [l vn L i corwescricen.reith & Rt el B smiabuad s verition isgsstt of the: dutmomma
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& Interactive Brokers

a Fiup Pl {habboriy B o PV § Maasds

dactiviry Stimeara far Ooacber 06, 011 e 8 1Sy 0 W Baing
BTIRACTIVE PECE IS LT, Tesy Picbwich Plurs, Crasrsvich, OT 06800

@ Account infarmation
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For more information...

e Statements and Reports
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IB Activity Flex

The Activity Flex Queries page lets you create highly customized report templates for Activity
Statements. Flex queries let you specify exactly which fields you want to view in your Activity
Statement or Trade Confirmation report, the time period you want the report to cover, the
order in which you want the fields to display, and the display format, TEXT or XML, in which
you want to view your report.

Activity Flex Queries in EmployeeTrack Management are identical to those in Account
Management.

You can create multiple templates with different fields for each statement. All of your
templates are stored in Account Management, and can be easily run from the Activity Flex
Queries page. An Activity Flex Query is different from an Activity Statement customized
template in that you can customize a flex query at the field level, allowing you to include and
exclude detailed field information. Activity Statement customized templates only let you
include and exclude sections.

You can also add default Flex queries for Trades and Positions, then use those queries as the
basis for your own by editing them.

To use activity Flex queries

1 Click Report Management in the left pane, then click IB Activity Flex. Any Activity Flex
Queries that you previously created are listed on the page.
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Activity Flex Queries (guplan)

Craats & nav Activity Flex Quary, Default Tradas Guary or Default Positions Gusry by dicking the spproprists butten. Ssvad Flax Quariss sppesr in the ligk of
Sayed Flan Gueries below, (gxplain

B treats Mew
Flex Query

Saved Flex Queries

You have the following saved Flew Gueres, Click the approprste button to wn, edit or delete & saved Flax Quary,
Click onw of tha buttens above to craste & nay Flasx Quasy,

jl)

29I

ZH2FT

253635
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25262

T9E6I

AloptionTest g z i
AuditLog Tastar g A &
g § &
GefaulkTrades [+ -l %
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Tast 2010 g ;; &
g g &
g g &
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Perform one of the following tasks:

e To run an existing query, click Run for the query.
e To delete an existing query, click Delete.

e To add the Default Trades query, click Add Default Trades Query.
To add the Default Positions query, click Add Default Positions Query.

Note that when you add a default query to the list, the link disappears from the
page. If you delete a default query from the list, the link re-appears.

e To create a new query, click Create a New Query, complete the form as required
to select the fields to include in the report, and click Save Query.

e To edit an existing query, click Edit for the query, then make your changes to the
query and click Save Query.

Set up a new query as described below:

In the General Configuration section, enter a name for the query, select an output
format (XML or Text; if you select Text, enter additional information about the text
separator to be used in the text file), select an employee account (or select ALL for all
accounts or CONSOLIDATED), and choose whether or not to include an Account Alias in
place of Account ID.
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General Confilguration
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In the Date Configuration section, select the period to be covered by the query or enter
a custom date range.

Date Configuration
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Select fields to include in the report in each section by highlighting the fields in the
Fields Available list, then using the green right arrow to move the fields to the Fields
Included list. Use the green left arrow to move fields from the Fields Included list (and
exclude the fields from the report).
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The saved query will now appear in the list of saved queries on the Activity Flex Queries
page.

For more information...

e Statements and Reports - FlexTool
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IB Trade Confirmations

Trade confirmations let you generate a report that shows real-time trade confirmations for all
of your linked employees’ IB accounts, including executions from the start of the year up
through the most recent trades. On the report, trade confirmations are listed separately by
asset class.

Trade Confirmations in EmployeeTrack Management are identical to those in Account
Management.

Trade confirmations are available for the entire previous calendar year and from the start of
the current calendar year. That means that if it is December 31st, you can view trade
confirmations for the entire year up to that date AND for the entire previous calendar year,
essentially giving you up to two years of data.

To generate a trade confirmation report

1 Click Report Management in the left pane, then click IB Trade Confirmations.

Trade Confirmations (axglain)

Yinw Trade Confirmations Reports

To view Trade Confirmakion reports, make selecions below then didk Wew.
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2 On the Trade Confirmations screen, make the following selections:

e In the Account ID list, select the account for which you want to generate a trade
confirmation report, or select Consolidated to vew trade confirmations for all
employee accounts.

e In the Date field, select the date for the report.

e In the Format field, select either HTML/WEB or PDF, depending on how you want
to view the statement.

3 Click View Trade Confirmations to generate the report. If you selected PDF as the
Format, you will be prompted to open the generated report or save it to your computer.

For more information...

e Trade Confirms
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IB Trade Confirms Flex

The Trade Confirms Flex page lets you create multiple, customized report templates for trade
confirmations. A trade confirmation Flex query lets you specify the exact fields you want to
view in your report, the time period you want the report to cover, the order in which you want
the fields to appear in the report, and the display format for the report. You can create
multiple Flex queries with different fields for each query. All of your Flex queries are stored in
Account Management.

Trade Confirms Flex Queries in EmployeeTrack Management are identical to those in Account
Management.

To use Trade Confirm Flex queries
1 Click Report Management in the left pane, then click IB Trade Confirms Flex.
Any Trade Confirm Flex Queries that you previously created are listed on the page.

Trade Confirmation Flex Queries (gxclain)

Craate & nav Trade Confirmation Flex Quary by dicking the sppropriste button. Saved Flax Querss appear in the lisk of Saved Flex Quaries balow. [axplain)
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2 Perform one of the following tasks:

e To run an existing query, click Run for the query.
e To delete an existing query, click Delete.

e To create a new query, click Create a New Query, complete the form as required
to select the fields to include in the report, and click Save Query.

e To edit an existing query, click Edit for the query, then make your changes to the
query and click Save Query.

3 Set up a new query as described below:
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In the General Configuration section, enter a name for the query, select an output
format (XML or Text; if you select Text, enter additional information about the text
separator to be used in the text file), select an employee account (or select ALL for all
accounts or CONSOLIDATED), and choose whether or not to include an Account Alias in
place of Account ID.

General Confilguration

Qusery Fame
Dhriput Formaks | KML %

[ =1

Coafdalidated |
Accounts:

¥ |

Account Alias: : Display dccount Akas in Place of Account 10
Profit and Lossi [ enable wash Sales
Inchude Currency Rates; Ho W |

In the Date Configuration section, select the period to be covered by the query or enter
a custom date range.

Date Configuration

Period; Selec One L
L

Froam Date) Swlect One L
Tir Drattan [ Gwled One g |

Select fields to include in the report in each section by highlighting the fields in the
Fields Available list, then using the green right arrow to move the fields to the Fields
Included list. Use the green left arrow to move fields from the Fields Included list (and
exclude the fields from the report).

e The saved query will now appear in the list of saved queries on the Activity Flex
Queries page.

For more information...

e Statements and Reports - FlexTool
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IB Delivery Settings

The Delivery Settings page lets you set up email delivery for daily and/or monthly Activity

Statements and any Activity or Trade Confirmation Flex queries you have created. You will
only see Activity Statement Flex and/or Trade Confirmation Flex sections of the page if you
have created Flex queries.

The Delivery Settings page also gives you access to the Flex Webservice, which lets you
access your pre-configured flex queries via HTTPS protocol without logging into Account
Management. You can display either page (Delivery Settings or Flex Webservice) by clicking
the Activity Statements or Flex Webservice links at the top of the page.

To enter delivery settings for activity statements, trade confirms and Flex queries
1 Click Report Management in the left pane, then click IB Delivery Settings.
All available activity statements and activity flex queries are listed on the page.

Note that if you have not created any flex queries, the Activity Statements Flex and/or
Trade Confirmation Flex sections do not appear.

Daily Activity Statement Delivery

1F wou kawa any pavad cuptomized Adtvity Statarmarts, ralec yowr praferred dalivarmy mathied and anabla dalivary for sach rtatarmanrt balow. If yeu wart your
rtatwrnarts dalivered vis FTP, you roust request it bafors that option 5 available. You can alro snoypt your staterments, but you maust Firgt reguest
enoryption snd provide 18 with & public key to anable the option below.

Dalivary Mgthaod ":" Drmail [ay:]
Ercrpphbion

Statement Hane Enabde Delivery
Franch [

ghah [+]

wrfurfuasr [#]

2 In the Daily Activity Templates Delivery section:
e Select either Email or FTP as the delivery mode.

Click the Encryption check box to encrypt your statements. You must request FTP
delivery and Encryption to enable those options. Contact your IB Sales
Representative to make these requests.

e Select which statements you want to receive and how you want to receive them.
Click the Email Statement check box for each statement(s) that you would like
to receive in an email. Click the Notify in Message Center check box for each
statement you want to receive in the Customer Service Message Center.

Note that this section only appears if you have specified delivery settings in the
template on the Activity Statements page.
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3 In the Activity Flex Delivery and Trade Confirmation Flex Delivery sections:
e Select either Email or FTP as the delivery mode.
If you require FTP delivery of your Flex queries, contact your IB Sales

Representative to set up this process.

e Activity and Trade Confirmations Flex query output can be encrypted. The
Encryption check box is grayed out and unavailable by default. To enable this
option and encrypt your Activity and/or Trade Confirmations Flex query output:

e Request encryption of Activity and/or Trade Confirmations Flex delivery by
contacting your IB Sales Representative.

e You will be given instructions for providing IB with your PGP public key.
e Wait for notification from IB that encryption has been enabled.

e On the Delivery Settings page in Account Management, select the
Encryption check box for Activity Flex Delivery, Trade Confirmations
Delivery, or both.
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e Select which statements you want to receive and how you want to receive them.
Click the Email Statement check box for each statement(s) that you would like
to receive in an email. Click the Notify in Message Center check box for each
statement you want to receive in the Customer Service Message Center.

Employes Statement Notifications

] Sand notificstion whan an amployes statemant iz availsble [daily enly f ackivity, monthly slvaye)

Emall Address On Record
Ervail Eirns i il

Statarmants ara Jenk o the emaidl addrass of record for mach utar, snd can ba changed on the Ermpil Addrggg page.

4 In the Employee Statement Notification section, click the check box if you want to be
notified when an employee statement is available.

5 Click Submit.
Registration is immediate, and you will receive daily statements beginning the next
business day, and monthly statements within the first week following the end of the

month.

For more information...

e Statements and Reports- Delivery
e Using the Flex Web Service
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Using the Flex Web Service

The Flex Web Service lets you access your pre-configured flex queries via HTTPS protocol
without logging into Account Management. This feature lets you write automated client
software in your preferred language, which can request previously defined Flex queries in

real-time.
To use the Flex Web Service
1 Click Report Management in the left pane, then click IB Delivery Settings.
2 Click the Flex Webservice link.
3 Activate the Flex Web Service by clicking the Click Here to Activate link.
The page refreshes, indicating a status of ACTIVE for the Flex Web Service, and lets you

generate a confirmation number, which you will need to initiate Flex requests and
retrieve Flex reports.

Delivery Settings (xplaind

Ackivay Statementy | flgx Wabgaruice

Flax Wehb Service Status ALTIVE

chigk harg to Deactivaty

Current Token Details

Current Token Token Expirad. Please generate new token.

Active For Period Men Qck 33 201750 0T 2010 = Mon Ot I3 19:17:30 E0T 3010

Walid For 1P Addross

Genarate New Token
Should Expire Aftes & Hrs P

Walid For 1P Address

[leava blank for no 1P based resticion)

4 Generate a new token:

a In the Should Expire After list, select the amount of time before the token expires.
The token is valid for a 6 hour period by default.

b In the Valid For IP Address field, enter an IP address to restrict the token to that
IP address. If you leave this field blank, there will be no IP address restrictions.

¢ Click Generate New Token (Invalidate Current Token).
The page refreshes, updating the Current Token Details section with information

about your newly-generated token. When you generate a new token, you
invalidate the current token.
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5 Initiate an automated Flex Web Service request:
a Make sure you have the following information:

Your current token (displayed in the Current Token Details section of the page)
The Flex Query ID generated when you created the Flex query.

b Type the following URL in your browser’s Address field:

https://www.interactivebrokers.com/Universal/serviet/FlexStatementS
ervice.SendRequest?t=<TOKEN>&q=<QUERY_ID>

Where <TOKEN> is your current token and <QUERY_ID> is the Flex Query ID.
You will receive an XML response from IB containing the following information:
Reference Code - If the request was successful, the XML response will contain a
numeric reference code. This code will be used to retrieve the generated Flex
query. If the request was unsuccessful you will get back “"INVALID REQUEST”
(without the quoted) as the code.

Response URL - This is the URL to be used to retrieve the Flex report.

Here is a sample XML response:

“FlexStatementBesponse timestamp="77 October, Z00E5 0Z2:00 PM EDT"=
“<code=lE345</codex

“url=https: f wmr. interactiwebrokers. conThiversal fserwvlet fFlexBtatenentbervice.
Getitatement = url>

=fFlexftatenentPesponser

6 Retrieve the Flex data:

a Be sure that you have your current token number, and the reference code you
received as part of the response to your initial request.

b Type the following URL in your browser’s Address field:

https://www.interactivebrokers.com/Universal/serviet/FlexStatement
Service.GetStatement?q=<REFERENCE_CODE>&t=<TOKEN>&v=
<SERVICE_VERSION>

Where:

<REFERENCE_CODE> is the code you received as part of the response when you
placed the request

<TOKEN> is your current token and

<SERVICE_VERSION> is set to 2 for activity Flex or trade confirmation Flex, or 1
or left blank for legacy Flex.

You will receive the Flex data as the response if the request was successful. Otherwise,
you will receive a XML based response informing you that the request was invalid.
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User Management

This chapter describes the User Management functions in EmployeeTrack Management. It
includes the following topics:

e Change Password

e Change Email Address
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Change Password

As Compliance Officer, you can change your EmployeeTrack password any time using the
Password Change page in EmployeeTrack Management.

This page is identical to the Change Password page in Account Management.

Change Password
Yo may change your own paprward st any time by follawing the rtepr balow.

® EnbE OUF WEEF N, currant password, naw password, Vou will need ko enter the naw password teica In order ke certain that you have entered
it comectly.

* Click Submit,
®  You will promptly be rent an asmisd that containe & coded “token”. Onter the token in the next page.

* Thae pasiwerd charigs will ba affactive immadiataly.

Ui v :

Currant Password

Mew Password Must incdlude one alphabetic and one rurnaric charactar.
Usarmame Prafix and Paprword are both cape-sansitive.
Must ba diffarent from current paceword or any previcur pasewords.

Confirm Password

To change your EmployeeTrack password
1 Click User Management in the left pane, then click Password.

2 Click Request Confirm # to receive a confirmation number. You will need this
confirmation number to complete your password change.

3 Type your current password in the field provided.

4 Type a new password in the field provided, then type it again in the Re-enter New
Password field. The password must be six to eight characters long, and must contain at
least one number and no spaces.

5 Type the confirmation number you received in the field provided, then click Submit.

The password change is effective immediately.
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Change Email Address

As Compliance Officer, you can change your EmployeeTrack email address on the E-mail
Address Change page in EmployeeTrack Management. This page is identical to the Change
Email Address page in Account Management.

To change your email address

1 Click User Management in the left pane, then click Email Address.

Change Emall Address

To change your emad sddress, you wll need the confirmation numb-er sent to pour ermal sddress of record, Do you still have sccess to this emall address?

bbb —~ ﬁ

2 To change your email address, IB must first send a secure confirmation number to your
existing email address of record.

If you still have access to this email address, select Yes I do from the list, then click
Submit.

If you no longer have access to this email address, select No I do not from the list, then
click Submit.

3 If you selected Yes I do in the previous step, IB sends the confirmation number to your
existing email address, then displays the following page.

E-mall Address Thange

IB had judk damt & mMmaidage be yeur OLD a-mail saddradd. Plasda find thid maidage snd tha esdad bakan thet it containd. Plasda ambar your ulan sife,.
passverd and ey a-rail addeess, then oot-and-paste the token intes the feld Balow snd dickh Submnit.

You will then be scked to complete one more rtep ko confirm your e masil sddrecs change.

Wi T b LL ]

Password:
iy -l addeessn
Confirm Hew & -mail

Toksn:

If you answered No I do not in the previous step, you are prompted to enter your
current password and your new email address.

4 Type your password and your new email address in the fields provided, then re-type
your new email address and enter the confirmation number that IB sent to you.

5 Click Submit.
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